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Abstract: In the present era of information technology,
Business is enormously influenced by Information
Technology. Data storage, retrieval and processing can
be efficiently and accurately done by using computers.
Business details and transactions are highly confidential.

When someone feels facilitated by the digital
innovations, the threats have also increased manifolds.
There are a large number of techniques which can be
applied for secured business transactions, one of these is
Cryptography.

I INTRODUCTION

Cryptography is a science based on abstract
algebra. Cryptography makes message illegible to a
hacker and it ensures safe and trustful communication
among parties to avoid any threat. Cryptography
techniques are broadly classified into three types :

A) Secret/Symmetric Key Cryptography (SKC)
Uses a single key for both encryption and decryption
B) Public Key Cryptography (PKC)

Uses one key for encryption and another for
decryption.

C) Hash Functions

Uses a mathematical transformation to irreversibly
“encrypt” information. A hash function is a one-way
encryption algorithm that does not use any key to
encrypt or decrypt the data.

In the present work the author has suggested a
unique cryptographic method where bit level
manipulation is done using transposition cipher. In
this method, first by using Extended ASCII Code,
input string of characters is converted into digital form
then transposition cipher is applied on this string.

Finally by applying reverse of the Extended ASCII
Code on this transposed string, bits are converted into
characters. The proposed method can be applied to
encrypt any data consisting of 10 or more characters.
The results obtained after application of proposed
algorithm are excellent and difficult to decrypt.

Il. THEORY

This algorithm is based on the concept that each
character is represented by a unique 8-bit code in
Extended ASCII Code system and if one or more bits
are changed in a 8-bit code[6], then corresponding
character is entirely changed. When any text of 10
characters is converted into binary form we get 80 bits
which contains about 50% of 0’s and 1’s each.
Therefore, total number of possible combinations is
about 80!/(401)%= 1075x10%°. The Super Computer
available is Teraflop which is capable of doing 10"
floating point calculations per second, so a teraflop
super computer shall take about 3409 Years to find all
possible combinations. This time is sufficiently large
for any message to reside on any network [5].

I1l.  PROPOSED ENCRYPTION
ALGORITHM

1. Read the input string of characters
and Check the number of characters, N

2. If N<10, then write Program is Not
Applicable

3. By using Extended ASCII Code,
input string of characters is converted into
digital form

4, If (8N+1)/N1 = 0, Transpose
Integral ~ Multiples of LMB  with
corresponding RMB upto middle of the string
otherwise proceed upto 8N bits

5. By using reverse of the Extended
ASCII Code, the string of bits is converted
into character form

6. Output is Encrypted String
Cipher Text

ie.,

IV. IMPLEMENTATION OF
PROPOSED ALGORITHM :

We have implemented the proposed algorithm on
Java platform for different values of N1 = 1 to 8N/6.
For example for the plain text given below, cipher text
is shown in Table 1 for different values of the key,
N1.

“Ambala Cantt is situated on the North-Eastern
edge of Haryana. It is known as City of Scientific
Instruments on International level. It is gate way to
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Chandigarh, Panjab, Himachal Pradesh and Jammu &  Kashmir”

S. Keys
No. N1

Cipher Text

1. 1
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Table 1 : Cipher Text for different values of keys
for the same Plin Text

V. RESULTS AND DISCUSSION :

We have implemented the proposed algorithm on
Java platform for different values of N1(= 1 to 8N/6).
From Table 1, it is clear that if we change value of the
key N1 then output of the proposed algorithm i.e.,
Cipher Text is entirely different.

VI. CONCLUSION

The proposed algorithm was tested on Java
platform for different values of N (=30 to 1000) each
for different values of N1= 1 to 8N/6. In all cases the
result came as per our expectations. It has been
estimated that to crack the code we will require more
time than the data will reside on the medium to travel.
So, it can be said that the proposed scheme will
produce an efficient secured algorithm for data
transfer in both wired and wireless networks.
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